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Agency Board meeting 
30 June 2026

Annual Review of Risk Management 2025-2026
Purpose: 
The purpose of this report is to review the improvements to risk management over the last financial year April 2025 to March 2026. This report is a look back and sets out the transformational change to the management of risk in SEPA during the period.
This report was approved for submission to the Agency Board by the Audit, Risk and Assurance Committee at their meeting on 16 June 2026. A summary of the principal risk register can be found on page 1 of the report. For additional details on principal risks, Board members should refer to the Audit, Risk and Assurance Committee paper from 16 June 2026.  

Recommendations: 
The Agency Board is asked to:
· Review and note the annual review of risk management 2025-2026.
· Note that an in-depth discussion took place at the Audit, Risk and Assurance Committee (ARAC) regarding principal risks 1 and 2 which were at a point in time in Q4 (January - March) 2025-2026.  This discussion centred on the climate post-election, emerging clarity around public service reform, SEPA’s ability to react, and if the residual risk score of risks 1 and 2 reflected SEPA's preparedness to respond at pace to a changing environment.  
In addition, there was recognition that several of the risks have a higher residual risk score, with an amber RAG status, which could be perceived as a challenge to our ability to adapt to the pace of change. 
The Chief Executive and Deputy Chief Executive gave additional assurance during the meeting to support the context within risks 1 and 2 which position well SEPA as being prepared in the context of public service reform.

Author:  Alanna Sloan, Assurance and Risk Manager, Assurance and Risk
Corporate Leadership Team Sponsor: Kirsty-Louise Campbell, Deputy Chief Executive 
Date: 19 June 2026
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[bookmark: _Toc176784313][bookmark: App2]Summary Principal Risk Register
	Principal Risk Title
	Inherent Rating
(Q4 2025-2026)
	Residual Rating
(Q4 2025-2026)
	Score movement since previous quarter
	Risk Appetite
	Risk Owner
	Risk Category

	1. Inability to anticipate, influence and adapt to the evolving political, legislative and policy landscape in terms of our statutory purpose.
	High
	Medium
	↓
	Open
	Chief Officer GPE
	Strategic

	2. We are not flexible and agile enough for transformation and public service reform to ensure our services are future ready.
	High
	Medium
	ó
	Open
	Chief Officer GPE
	Strategic

	3. We are unprepared to plan for, respond to and recover from significant disruptive events attributed to the pace of climate change.
	Very High
	Medium
	ó
	Cautious
	Chief Officer DEI
	Operational

	4. Inadequate management of colleague health, safety and wellbeing. 
	Very High
	High
	ó
	Cautious
	Chief Officer PWD
	Policy and Legal 

	5. Failure to implement a robust information and data governance framework across the organisation. 
	Very High
	High
	ó
	Cautious
	Chief Officer GPE
	Strategic

	6. Inability to plan for long-term financial sustainability whilst meeting stakeholder expectations.  
	High
	Medium
	ó
	Moderate
	Chief Officer FMD
	Financial

	7. Inadequate protection and governance of systems, cyber-security and artificial intelligence.
	Very High
	High
	↑
	Cautious
	Chief Officer FMD
	Cyber and Data

	8. We fail to create an environment where our colleagues can thrive and develop whilst attracting new talent to the organisation.
	High
	Medium
	ó
	Moderate
	Chief Officer PWD
	People

	9. Failure to gather and analyse reliable environmental evidence to continuously inform planning for our future delivery model and operational delivery. 
	Very High
	High
	ó
	Cautious
	Chief Operating Officer DEI
	Operational

	10. Failure to meet the full scope of statutory duties associated with the delivery of our environmental regulation function.
	Very High
	High
	↓
	Cautious
	Chief Operating Officer RBE
	Policy and Legal

	11. Failure to ensure that Scotland is water resilient and able to deliver effective environmental improvements and adaptation to climate change.
	Very High
	High
	ó
	Cautious
	Chief Operating Officer DEI
	Environmental



Annual Review of Risk Management 2025-2026

1.     Introduction
1.1 In this report, we discuss how SEPA managed risk over the period from 1 April 2025 to 31 March 2026. 
In April 2025, the Assurance and Risk Manager joined SEPA, which was a new post to embed the changes set out by BDO risk management consultancy in 2024 and continue to make improvements and further developments to risk management processes across the organisation.
2. Embedding Risk Management
2.1 	    Risk Management Strategy, Policy and Procedures

[bookmark: _Int_ZXcAbGoh]Following the addition of the Assurance and Risk Manager to the team, a Risk Management Strategy and Policy was developed which was approved by ARAC in Q3 2025/2026. 
The Policy is a formal acknowledgment of SEPA’s commitment to managing risk. It sets the standards which clearly outline the expectations across SEPA in relation to risk management. It defines the roles and responsibilities for risk management accountability.
The Strategy provides a comprehensive overview of SEPA’s risk management framework, and it introduced four risk objectives with a roadmap of how we intend to meet the objectives between now and Q4 2027.
Risk Management Procedures were then developed to support colleagues in the application of risk management in day-to-day operations. As part of this development, SEPA’s risk scoring matrix was improved in Q4 to sharpen the focus on high scoring risks, making it easier to prioritise higher impact risks over those risks with the same score that had a higher likelihood of happening but a lower impact and expanding the colour coding to assist with that prioritisation. The principal and operational registers were thereafter updated with the new scoring methodology.
2.2 	    Principal Risk Review

A quarterly reporting rhythm was introduced at SEPA in Q2 to ensure the flow of risk information and decision making is taking place between the operational risk registers and the principal risk register. The Principal Risk Register is formally reviewed on a quarterly basis by the Corporate Leadership Team (CLT). This is facilitated by the Assurance and Risk team and focuses on obtaining updates on mitigating actions, evaluation of the current control environment, check and challenge of the residual scoring and if any new risks that may require to be added or escalated from the operational risk registers. This is now supported by Heads of Function who are designated action owners against the principal risks. 
From Q3, risk management was added as a standing agenda item at fortnightly CLT meetings, to give the opportunity to raise and discuss any new and emerging risks as well as provide any urgent updates to the principal risk register. 
Following the Internal Audit of Risk Management in Q4, the format of the full Principal Risk Register was changed from a Microsoft Word document to a Microsoft Excel file which now mirrors how each of the operational risk registers in the Portfolios are managed. Each action on the principal risk register now has an action owner (usually a head of function) and a target date. The change will ensure accountability is attributable to the actions and will ensure the data has the correct fields and format for any transfer in the future to a risk management system. 
2.3			  Operational Risk Review 

Each operational risk register is divided by function, with risks being owned and managed by heads of function. All operational risks, regardless of scoring, are reviewed by their Head of Function and updates are made by the action owners on a quarterly basis. This is supported by Risk Champions from across the functions. 
All operational risks scoring 12 and above are discussed and managed at risk focussed Portfolio Leadership Team meetings on a quarterly basis to provide the aligned Chief Officer with oversight of the top risks in their Portfolio. This ensures they are well-informed for the quarterly CLT discussion on risk. 
Operational risks scoring 12 and above are mapped across to the principal risks by the Assurance and Risk team and updates to these are shared with the CLT to provide further insight into any operational risks that may require to be escalated and/or considered as an addition to the Principal Risk Register. 
2.4	Risk Champion Network
In Q3, the Assurance and Risk team carried out bespoke training for those colleagues identified as Risk Champions. The focus of the training was to give Risk Champions the knowledge and skills to support their functions in updating the operational risk registers for the quarterly risk reporting cycle. It is an important part of embedding risk management across the organisation. In addition to this, quarterly Risk Champion Network meetings were scheduled and chaired by the Assurance and Risk Manager. These meetings will give Risk Champions the opportunity to meet colleagues across Portfolios, discuss any challenges, opportunities, themes or trends and obtain further training.
2.5	Strategic Leader Risk Training
In Q3 and Q4, risk training was provided virtually for Heads of Function. The training provided our Strategic Leaders with an overview of the strategy and policy, with emphasis on why managing risk is fundamental to decision making, planning and performance. It also covered the principal risks and the quarterly risk reporting cycle. This training is currently being made into an e-learning module.
2.6	Managers Briefings
The Assurance and Risk team worked with Internal Communications in Q3 to produce a manager’s briefing that communicated the introduction of the risk strategy, policy and procedures to all colleagues. In addition to this, the Assurance and Risk Manager attended all Portfolio Leadership Team meetings to communicate the changes.  
2.7	Risk Appetite Review
In Q4, the Assurance and Risk team worked with the CLT to create a new set of risk appetite statements for each of the 11 principal risks. These risk appetite statements were agreed by ARAC and approved by the Board on 1st May 2026. 
2.8	Internal Audit of Risk Management
The Assurance and Risk team were audited in Q3 and obtained a Substantial rating for Design of the Risk Management Framework and a Moderate rating for its effectiveness. Many areas of best practice were identified throughout the report, ranging from the Risk Champion Network to the Risk Management Hub which was the central repository developed in Q3 to host risk management guidance documentation for colleagues. Five low findings were identified, and the team will be working on the completion of these in 2026/2027. 
2.9	Horizon Scanning 
The external risk landscape in 2025/2026 continues to be characterised by heightened uncertainty and increasingly interconnected risk drivers across geopolitical, environmental, economic, societal and technological risk categories.
Established risk horizon scanning sources have been used to form this view, including the World Economic Forum Global Risks Report 2026, which highlights a more fragmented, competitive global environment, with risks becoming more systemic, interdependent and difficult to predict or manage.
Building on the trends identified in 2024/2025, the global environment remains complex and increasingly volatile, requiring public sector organisations such as SEPA to operate with greater agility, foresight and resilience. This has direct implications for SEPA’s ability to deliver its statutory functions and strategic objectives and reinforces the importance of the organisation’s Principal Risk Register as a mechanism for managing strategic exposure. 
2.9.1		Key external risk themes
2.9.1.1 Geopolitical and Policy Environment
The geopolitical context remains unstable, with ongoing international tensions, economic protectionism and shifts in global alliances continuing to influence domestic policy priorities. For the UK and Scotland, this is reflected in:
· Continued policy volatility and evolving regulatory expectations
· Fiscal constraints across the public sector
· Increasing scrutiny on environmental outcomes and regulatory effectiveness.
The external environment reinforces the need for policy agility, proactive engagement with Scottish Government and sustained organisational transformation to ensure continued alignment with national priorities and statutory duties. This links in directly with our principal risks:
· PR1: Inability to anticipate, influence and adapt to the evolving political, legislative and policy landscape in terms of our statutory purpose.
· PR2: We are not flexible and agile enough for transformation and public service reform to ensure our services are future ready.
2.9.1.2 Environmental and Climate Risks
Environmental risks remain among the most significant and persistent global drivers, including:
· Increased frequency and severity of extreme weather events
· Accelerating climate change impacts
· Ongoing biodiversity loss and ecosystem degradation.
These risks are both acute (e.g. flooding incidents) and chronic (e.g. long-term environmental degradation), with increasing recognition of their cumulative impact.
There is increased demand on SEPA’s incident response, regulatory capacity and resilience functions. This reinforces the need to strengthen preparedness, multi-agency coordination and long-term environmental monitoring in line with SEPA’s Category 1 responder role.
These trends link directly with our principal risks:
· PR3: We are unprepared to plan for, respond to and recover from significant disruptive events attributed to the pace of climate change.
· PR11: Failure to ensure that Scotland is water resilient and able to deliver effective environmental improvements and adaptation to climate change.
2.9.1.3 Economic and Public Sector Pressures
The economic outlook remains constrained, with persistent inflationary pressures, ongoing public spending limitations and competing demands across the public sector continuing to shape the operating environment. These factors are compounded by increasing expectations for improved service delivery, efficiency and demonstrable value for money in line with public service reform.
Key considerations include:
· Sustained pressure on operational budgets and future investment
· Increasing expectations for efficiency, productivity and public service reform
· Workforce challenges, including recruitment, retention and skills availability.
These considerations mean that SEPA must try to:
· Balance delivery ambition with financial sustainability, ensuring that priorities are aligned to available resources and risk appetite.
· Maintain an increased focus on public service reform, transformation and service redesign, to deliver more efficient and future-ready services.
· Actively manage the risk of capacity constraints impacting delivery of statutory functions, particularly where financial and workforce pressures converge.
These trends link directly with our principal risks:
· PR2: We are not flexible and agile enough for transformation and public service reform to ensure our services are future ready.
· PR6: Inability to respond to stakeholder expectations without additional financial resources.
· PR8: We fail to create an environment where our colleagues can thrive and develop whilst attracting new talent to the organisation. 
· PR10: Failure to meet the full scope of statutory duties associated with the delivery of our environmental regulation function.
2.9.1.4 Technological and Cyber Risk
Rapid technological advancement continues to create both opportunities and risks:
· Increasing dependency on digital systems and data
· Rising cyber security threats targeting public infrastructure
· Expanding use of data analytics, automation and artificial intelligence.
This reinforces the need for continued prioritisation of cyber resilience, robust information governance and the controlled adoption of digital innovation to enhance regulatory effectiveness and decision-making.
These trends link directly with our principal risks:
· PR5: Failure to implement a robust information and data governance framework across the organisation. 
· PR7: Inadequate protection and governance of systems, cyber-security and artificial intelligence. 
2.9.1.5 Societal Expectations and Trust
Public expectations of transparency, accountability and environmental performance continue to grow, influenced by:
· Increased stakeholder scrutiny and media attention
· Higher expectations for fairness, engagement and responsiveness
· Greater focus on equality, human rights and community impacts.
These trends directly increase exposure to every principal risk because SEPA requires to:
· Protect our reputation and increase stakeholder confidence
· Gain public trust in regulatory decision-making and enforcement
· Communicate transparently and proportionately.
Maintaining trust requires continued focus on proactive engagement, clarity of messaging and the integration of equality and human rights considerations into decision-making processes.
2.9.2		Summary
The 2025/2026 risk landscape presents a continuation and intensification of trends identified in the previous year. The environment is characterised by heightened uncertainty, increasing interdependencies and growing expectations on public bodies.
This reinforces the need for SEPA to have:
· Resilient and adaptive operating models
· Strong governance and risk oversight
· Continued maturation of risk management practices.
Sustained focus will be required to ensure SEPA remains well-positioned to manage its principal risks effectively and to deliver its statutory responsibilities in an increasingly complex and dynamic external environment.
2.10    Next steps for 2026/2027
The improvements are outlined in the roadmap of the Risk Management Strategy. We have produced a high-level plan on a page for risk management over the year. This plan will be reviewed and updated quarterly and shared via this report.
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