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[bookmark: _Toc137627994]Executive Summary

The Manage your UK Emissions Trading Scheme reporting service (METS) is an online single secure platform that is used for managing UK Emission Trading Scheme permits and reports. It replaced the previous system ETSWAP. 

The platform offers a range of workflows that will allow UK ETS operators to manage and maintain their permits, as well as submit all necessary reports as part of your MRV requirements. Accredited verifiers will use METS for all verification and regulators will use METS to ensure compliance with UK ETS. 

METS will auto-generate emails and alerts for permits that an operator holds informing them of the specific task(s) to be completed or a reminder to complete a task. METS also records the various communications between operator’s, verifiers and the regulator.

This guidance is for installation operators only; it is not a step-by-step guide on the use of the platform, but rather an introduction for new users to onboard to METS and start to utilise workflows. This guidance has been developed by SEPA and is not a UK Government official document. 


1. [bookmark: _Toc137627995]Accessing METS 

[bookmark: _Toc137627996]Accessing METS for the first time 
METS can be accessed directly via –

https://manage-emissions-reporting.service.gov.uk/landing  

You will be issued an invitation email issued on your behalf either by your regulator or your Primary Contact, which will also provide advice on how to log into the system. You will need to follow the provided link to activate your account:

[image: METS account activation email containing a link to activate a new user account.]

You will be asked to create a password following the security requirements:

[image: METS password creation page showing password requirements for new users.]
Next you will need to set up two factor authentication (2FA) which provides additional security for your account and is mandatory. You will have a choice of authenticators you can utilise on either mobile or desktop, instructions are provided on how to access the most common apps. 

See Annex 1 and 2 on the use of the FreeOTP authenticator, most authenticators will follow a similar process.

Once you have downloaded your authenticator you can scan the onscreen QR code, this will create a permanent token associated with the device used. 

[image: METS two-factor authentication setup page displaying a QR code to scan with an authenticator app.]

This token cannot be moved to another device (for example if you change phones) but the process can be reset by your regulator. This token provides a six digit code that you use to login to METS, it changes every minute. 

After setting up your 2FA and accepting the terms and conditions you will see the following message:

[image: Confirmation message advising that account setup has been completed successfully and now requires activation.]
Your Primary Contact, who added your account initially, will need to set your account as active before you can access the installations account. Note that for Primary Contacts during the initial move from ETSWAP to METS your account will be activated by your regulator. 

The Primary Contact will need to login and navigate to users (see section 2 on navigation) then find the activated account, it will be listed as accepted under account status, change this to active and select the relevant permissions:

[image: METS user management page showing a user account with status set to Accepted.]
[image: METS user permissions page showing account status and permission settings.]
The new user will now be able to log into their account with the relevant permissions (see section 3 on permissions). 


[bookmark: _Toc137627997]Accessing METS thereafter 
METS can be accessed directly via –

https://manage-emissions-reporting.service.gov.uk/landing 

The previous section should be followed whenever a new user is added to the installation account. 



2. [bookmark: _Toc137627998]Navigating METS
[bookmark: _Toc137627999]User homepage and task queue 
This is your user account homepage and is what you see when first accessing. You can access two tabs:

Tasks & Accounts

[image: METS user homepage showing Tasks and Accounts navigation tabs.]

Tasks Tab 

Open applications or actions you are required to take will be listed here, with relevant information such as the installation and the remaining time to act. You can also open tasks for users from your associated installations (Assigned to others).


[image: METS Task queue displaying open actions, assigned users and completion deadlines.]

The user account homepage also provides you with the link to add another installation. You will have one when accessing METS for the first time, either as the Primary Contact assigned by your regulator or by your Primary Contact. This allows you to manage several installations. 




[bookmark: _Toc137628000]Accounts tab
[image: Accounts page showing installations linked to the user's account.]
The accounts tab will list all installations attached to your user account, you can use the search bar to find installation accounts, but they will also be listed below the search bar.

To access the installation account click on the highlighted installation name, the installation account is where you will be able to start application workflows, as detailed below. 

[bookmark: _Toc137628001]Installation homepage and task queue tab
[image: Installation account homepage displaying permit information and navigation tabs.]

Details 

Details is the tab you will start on when opening an installation account. This tab includes all of the relevant information for active UK ETS permit and the registered organisation. The permit and associated attached documents can be downloaded here by clicking on the highlighted links. 

Permit History 
[image: Permit history page showing applications associated with the installation.] [image: Application record showing status, submission history and workflow details.]

The permit history tab will include all applications that have been opened against the installation, from historic to those currently in progress. You can use the type and status bars on the side of this page to filter applications to your preference 

All applications made under the UK ETS will be listed here, and you can click on the highlighted title of each application to the timeline and other information related to the task. Note that applications made on ETSWAP will not include this information only a reference for the application having been made. 

Reports 
The reports page will include a timeline of reports submitted on behalf of the installation under both UK ETS and EU ETS, again this can be filtered using the type and status options on the side of the page. 


[image: Reports page listing emissions reports submitted for the installation.]

Each report can be open via the highlighted title on each, from here you will be able to download a copy of the report along with relevant attachments. Note that reports submitted through ETSWAP will not be available to download. 

[image: Report details page showing report information and downloadable attachments.]

Users, contacts, and verifiers

The users, contacts and verifiers tab allow you to manage and add various types of users to be associated with the installation, these are; Operator, Operator Admin, Consultant/Agent, Emitter Contact and Verifier Body. 


Start a new task

[image: Start a new task button used to begin a permit application or notification.]

You will see the above button on any of the installation tabs and this allows you to start a new application, such as a variation or notification. Once you start a new task it will be added to your task list and you can proceed. 


3. [bookmark: _Toc137628002]Adding a User/Types of Users and Permissions 
Adding a User:

Accounts>Select Installation>Select Users and Contact Tab

When creating a new user, you will be able to select the type of user account and the permissions for those accounts, this will allow the user to conduct different types of activities on METS.


[image: Add user page showing user type and permission selection options.]
Note that each installation will have a Primary Contact initially which will be set up by your regulator, the Primary Contact will have maximum permissions. Every account must always have a Primary Contact. Remember only certain user accounts can add users see below:

Each user contact can be opened via the highlighted name, this will bring you to a page with the user details such as contact information, and this can be edited. 

The types of user accounts are:

	Operator Admin 
	Every permit holding account must have at least one person assigned as operator admin. Operator admins are able to add and delete other users on the account. They can also be assigned as the primary or secondary contact, the service contact or the financial contact.

	Operator 
	Every permit holding account can have any number of operator users. These user types can be assigned as the primary or secondary contact, the service contact or the financial contact.

	Consultant/Agent
	You may wish to employ the services of a consultant agent to access this website and help you with all of the tasks relating to your permit. A consultant / agent can be assigned as the primary or secondary contact, the service contact or the financial contact.

	Emitter Contact
	This role enables a non-operational person to receive official notices and other legal communications. This person cannot be assigned any additional permissions.

	Verifier body
	You must appoint a verifier body before you submit your annual emissions report. The verifier body will verify the report.



The permissions you can assign to a user are:

	Primary and secondary contacts
	Responsible for day-to-day operations a site must have a primary site contact, and it is recommended that they have a secondary site contact. Both can send / receive messages to the relevant regulator and both can initiate and receive tasks on the system.

	Financial contact
	Person who receives all information regarding fees, fines or other charges. Can be primary and secondary site contact. Can be service contact.

	Service contact
	Person who receives all information regarding fees, fines or other charges. Can be primary and secondary site contact. Can be service contact.





4. [bookmark: _Toc137628003]Starting different application workflows

Tasks are the METS terms for the various applications you may make against your permit. You can start a new task under any of the tabs of the installation accounts.

NOTE: applications that will make changes to the permit cannot be made when there is an existing open variation. Notifications can be made while variations are open. 

Task list displaying available application workflows that can be started.
[image: Task list displaying available application workflows that can be started.
examples shown are Start a notification, start a permit surrender, start a transfer and start a variation]
You can reassign or cancel tasks by opening the task and following the links below, which will be found at the top right of the task page. 

[image: Task management screen showing options to reassign or cancel an application.]


Once you open a task you can complete the workflow specific to the type of activity, you will be presented with the fields that need to be completed to progress workflow and METS will detail their status as shown below. You cannot submit until all show as completed.

[image: Workflow page showing task sections and completion status indicators.]




5. [bookmark: _Toc137628004]Frequently Asked Questions

1. My 2 Factor Authentication (2FA) code is not working?

If during account set up you pair your account with your 2FA authenticator, but the code will not work, try removing the token from your application and adding it again. 

If the code has worked previously but no longer works then you may need to reset your 2FA, see the steps in the following question. 

2. I have changed my device I use to access 2FA?

On the METS homepage follow the link for ‘I have lost access to my authenticator app’ which will provide instruction on contacting your regulator. 

Once this has been confirmed by your regulator, they will process the resetting of your authentication, you will then be contacted to sign in to METS. From the homepage enter your password and you can then follow the steps taken under section 1 to associate the 2FA with your account. 

3. How do I add a user?

See section 3 on adding a new user. 

4. I cannot carry out tasks for my installation – why?

The most likely explanation is that your account does not have the correct permission to conduct the relevant task. Confirm with your Primary Contact whether you have the appropriate permissions. 

If you believe your account has the correct permissions and should be able to conduct the relevant task, contact your regulator. 



[bookmark: _Toc137628005]Annex 1 – 2FA on mobile devices

The following steps follow the journey for the FreeOTP application on mobile, however the steps will be applicable to most available 2FA authenticators including Microsoft and Google. 

Accessing METS
FreeOTP Authenticator is a two-factor authentication app that generates one-time passcodes to add an additional level of security for online accounts. You’ll need to use the app to access METS and perform certain actions.
Downloading the app
When you create a METS account, you must download the FreeOTP Authenticator app onto your smartphone. If you cannot download apps onto your phone, contact your organisation’s IT helpdesk.
For Apple iOS
1. On your iPhone, tap the App Store icon
[image: Apple App Store icon.]
2. Search for FreeOTP Authenticator by Red Hat
[image: App Store search results showing FreeOTP Authenticator by Red Hat.]
3. Tap the app, then download and install it
4. You’ll be asked to allow FreeOTP Authenticator to access your camera. Select ‘Yes’
Creating your METS account
During the creation of your METS account you will be asked to scan a QR code and follow further instructions on the page.
1. Open the FreeOTP Authenticator app. At the top of the screen select the QR code icon
[image: FreeOTP Authenticator QR code scan button.]
2. Scan the code shown on the screen using the rear facing camera on your iPhone. If your camera does not activate, check your settings for the FreeOTP Authenticator app and set the slider to allow access to the camera
[image: FreeOTP Authenticator camera screen ready to scan a QR code.]
3. After scanning the QR code you will be asked to choose an icon. You can use any icon shown on the app. This icon is specific to METS and will be shown whenever you open FreeOTP Authenticator. Tap on an icon to select it
[image: FreeOTP Authenticator screen for choosing an icon for a new token.]
4. After you have chosen an icon select 'Next' at the top of the screen
[image: FreeOTP setup screen showing the Next button after token configuration.]
5. You will be asked to choose whether you need to unlock your phone before being able to activate the token. Set the slider to your choice, then select 'Next' at the top of the screen
[image: FreeOTP security settings screen for enabling device unlock before access.]
6. Tap on the icon you chose for METS to generate your 6-digit code. You will have 60 seconds to enter your code into the METS page before it changes
[image: FreeOTP token displaying a six-digit authentication code.]

Using the app
· Use FreeOTP Authenticator whenever you are asked to enter a 6-digit code.
[image: METS login page requesting a six-digit authentication code.]
· If the code does not work, remove the token by swiping the icon from left to right. Select ‘Remove token’, then rescan the QR code.
[image: FreeOTP menu showing the option to remove an existing token.]


For Android
1. On your phone, tap the Google Play Store icon
[image: Google Play Store icon.]
2. Search for FreeOTP Authenticator by Red Hat
[image: Google Play Store search results showing FreeOTP Authenticator.]
3. Tap the app, then download and install it
4. You’ll be asked to allow FreeOTP Authenticator to access your camera and files. Select ‘Accept’
[image: Android permission request allowing FreeOTP to access device features.]
5. Set the sliders to allow access
[image: Android settings screen showing permissions enabled for FreeOTP.]
6. Depending on your Android version you may see a message that the app was built for an older version of Android. Select ‘OK’
[image: Android warning message indicating the application was built for an older version.]

Creating your METS account
When you create a METS account you will be asked to scan a QR code and follow further instructions on the page.
1. Open the FreeOTP Authenticator app. At the top of the screen select the QR code icon

[image: FreeOTP QR code scan function for adding an account.]
2. Scan the code shown on the screen using the rear camera on your phone
3. If you are unable to scan the code, select the key icon in the app, and select ‘Problems with scanning’ on the METS page.
[image: FreeOTP app screen showing key icon]
[image: METS page showing alternative setup instructions when QR scanning is unavailable.]
4. Enter the information that you see on the METS page
[image: FreeOTP app displaying authentication key information for manual entry.]
5. Tap the icon for the email address you used to create your METS account. This will generate your 6-digit code. You will have 60 seconds to enter your code into the METS page before it changes
[image: FreeOTP token displaying a six-digit authentication code.]

Using the app
· Use FreeOTP Authenticator whenever you are asked to enter a 6-digit code.
[image: METS login page requesting a six-digit authentication code.]
· If the code does not work, remove the token by selecting the three dots on the bottom right. Select ‘Delete’, then rescan the QR code or enter the ‘Problems with scanning?’ details again.
[image: FreeOTP menu showing the option to delete an existing authenticator token.]




[bookmark: _Toc137628006]Annex 2 – 2FA on desktops

The following steps follow the journey for the FreeOTP application on windows desktops., 

[bookmark: _Toc106186104]Add Authenticator Extension to Browser

Access the links and Install the FreeOTP Authenticator plugin in your browser here: 
	Browser
	Link

	Chrome
	https://chrome.google.com/webstore/detail/authenticator/bhghoamapcdpbohphigoooaddinpkbai?hl=en

	Edge
	Authenticator - Microsoft Edge Addons

	Firefox
	https://addons.mozilla.org/el/firefox/addon/auth-helper/



	1.1 Open the link and you the link “Add to Chrome”
	[image: Chrome Web Store page showing the Authenticator extension and Add to Chrome button.]

	1.2 Pop-up Appears to ADD extension or cancel
	[image: Browser confirmation dialogue requesting installation of the Authenticator extension.]

	1.3 Add Extension
	[image: Notification confirming successful installation of the Authenticator browser extension.]

Notification appears advising extension is added and indicates the icon/symbol that you should use to open the authenticator app

	
1.4 Open the App


Click Extension and you see Authenticator App
	[image: Browser extensions menu showing the Authenticator extension.]
You can pin the Authenticator app to the browser so its seen whenever Browser is opened



[bookmark: _Toc106186105]Step 2: To add Account

[bookmark: _Toc106186106]Add Your First Account
https://authenticator.cc/docs/en/quickstart 

This QuickStart explains how to add an example account to Authenticator Extension.
[bookmark: _Toc106186107]Prerequisites ( Step 1 should be completed) 
Install Authenticator Extension (Chrome, Firefox, Edge)
When you first install Authenticator Extension in Chrome, you should pin its icon to the toolbar.
[image: Browser toolbar showing the Authenticator extension pinned for quick access.]
[bookmark: _Toc106186108]Add a QR Code
1. Click Authenticator Extension’s icon in your browser
2. Click the scan icon at the top right corner of the window.
[image: Authenticator extension window showing the QR code scanning option.]
3. Click and drag to draw a square that completely covers the QR code
4. After the new account is added, you will see a new entry in the window.
The 6-digit number is your current one-time password, circle at bottom right corner tells you how much time left for the current password. If you want to add this account into a mobile app, you can click the QR icon at top right corner of the entry to show the QR code for this account.
[bookmark: _Toc106186109]Add an Account Manually
1. Click Authenticator Extension’s icon in your browser
2. Click the pencil icon at the top right corner of the window.
 [image: Authenticator extension window showing the edit account option.]
3. Click the plus button at the top right corner of the window. Select Manual Entry
. [image: Authenticator extension page showing manual account entry options.]
Input the name of the website that this account is associated with in Issuer field, the account secret given to you in the Secret field, and finally click Ok.
 [image: Manual account setup form requesting issuer and secret key information.]
4. After the new account is added, you will see a new entry in the Window [image: Authenticator extension displaying a newly added account and active six-digit code.]


OFFICIAL

OFFICIAL




OFFICIAL


1
[image: ]
image3.png
An account has been created for you.
To claim and activate your account you must click the link below within 72 hours.
You will be asked to create a password.

Activate your account now.




image4.png
Activate your account

Create a password to activate your account

Your password must be 12 characters or longer and can
include letters, numbers and symbols or a combination
of three random words.

Password strength

Re-enter your password





image5.png
Open your authenticator app and scan the following QR code:

» How dolscan the QR code?





image6.png
Your user account needs activation. Please contactyour
admin to gain access to your account.




image7.png
User Type Primary Secondary Service Financial Account
contact contact contact contact status

] ® ® 0 0© ©

Delete





image8.png
User Type Primary Secondary Service Financial Account
contact contact contact contact status

Operator admin v @ @ @ @ Active +| Delete





image9.png
Tasks Accounts

Tasks

Assignedtome | Assigned to others
Assigned to me
Task Days

remaining

PermitID

Installation

You are logged inas:

Operator





image10.png
Actions

Add another installation




image11.png
Accounts

Enter ID, name or code

LIVE




image12.png
Details Permit history,

Active permit

Downloadable version

Activation date

Permit ID

Installation details

Installation name
Site name
UKETS Registry ID

SOPID

Reports Users and contacts

Installation Emitter Type
Installation Category
Subsistence category
Application type

Installation address

Organisation details

Operator name
Legalstatus
Company registration number

Operator address

Holding company name

Holding company address




image13.png
Permit history

Type Status
Permit application Approved
Notification Cancelled
Variation Closed
Revocation Completed
Surrender In Progress
Transfer Rejected
Account creation Withdrawn
Non-compliance





image14.png
IN PROGRESS

APPROVED

APPROVED

CANCELLED

APPROVED




image15.png
Reports

Type Status
Emissions report In Progress
Determine Completed
emissions

Cancelled
Verifier )
improvement Migrated





image16.png
2021

. tCO2e reportable emissions

2021 emissions report

Verified with comments
Created on1Jan 2022





image17.png
Start a new task




image18.png
Users, contacts and verifiers

Add anew user

Operator

Bermissions

Name#  UserType Primary Secondary
contact contact

Service Financial
contact contact

Account
status




image19.png
Start anew task

Notify the regulator of a temporary or minor change to your permit plan

Start a notification

Surrender your permit and close this installation

Start a permit surrender

Transfer all or part of a permit to another operator

Start a transfer

Make a permanent change to your permit plan related to emissions, emission equipment
orlegal changes

Start a variation




image20.png
Related actions

Reassign task
Canceltask




image21.png
1. Variation

About the variation NOT STARTED
2. Permit type

Define permit type
3. Installation details

Installation and operator details

Other environmental permits or licences COMPLETED





image22.png




image23.png
FreeOTP Authenticator

Red Hat
Designed for iPad

* ok k 3.1« 115 Ratings

Free

View in Mac App Store /1





image24.png
FreeOTP b




image25.png
< Settings FreeOTP

ALLOW FREEOTP TO ACCESS

Camera

| Siri & Search




image26.png
v

A

A\ ad

Qéﬁ
°
4
]
|





image27.png




image28.png
< Back Next

FreeOTP can give you extra security
by requiring you to unlock your
phone in order to activate the token

Do you want to require a phone
unlock in order to activate this
token?

WARNING: Locked tokens are *not*
included in backups for security
reasons





image29.png
FreeOTP B O

uk-ets
g.blake@mailinator.com

0




image30.png
Enter the code shown in the authenticator app

Enter the 6-digit code shown in the app.

—1




image31.png
Remove token

Cancel





image32.png




image33.png
FreeOTP Authenticator

Red Hat Tools
E PEGI3

@ This app is compatible with some of your devices





image34.jpeg
. FreeOTP Authenticator
needs access to

BN Photos/Media/Files

@ Camera

Google Play | G Pay ACCEPT





image35.jpeg
Choose what to allow FreeOTP to

access

Camera
take pictures and record video

Storage
access photos, media and files on your
device




image36.jpeg
FreeOTP

This app was built for an older version
of Android and may not work properly.
Try checking for updates or contact the

developer.

CHECK FOR UPDATE OK




image37.png
No OTP keys installed




image38.png
@ Frecorr

A )




image39.png
L[ 28

» Problems with scanning?




image40.jpeg
Issuer

D

Secret

Type Time-based (TOTP)

Algorithm ~ SHA1
Interval 30

Digits 6





image41.jpeg
92736935

Authy




image42.jpeg
® FrecotP

§ v ————
.’ uk-ets preprod .
zahid.preprod@mailinator.com !

Edit

Delete





image43.png
Home >

Extensions > Authenticator

Authenticator

@ authenticatorce @ Foaturod

Jededede ke 1548 @ | Productivity | 2000000+ users

Overview

=
L]

i

Authenticator

for Google Authenticator

Privacy practices

oo s s
o e s
51526853
200910

frogiomes

0

Add to Chrome




image44.png
Add "Authenticato





image45.png
[ T —

8¢ Authenticator




image46.png
2

b3

o Authenticator 2

g

No accounts to display. Add your first
account now. Leam more





image47.png
New Tab

x +
c a * ®O
x
Extensions 3
[
e T e
infomation on this .

B Auhentiator

Googie

= +

Web Store ‘Add shortcut

7/ Customize




image48.png
Authenticator




image49.png
Authenticator





image50.png
Authenticator \/




image51.png
o
Issuer

Authenticator Extension

Secret

JBSWY3DPEHPK3PXP

| » Advanced

ok





image52.png
3 Authenticator =

Authenticator Extension

646290 &





image1.png




image2.png
O l\ Scotlish Environment
% Protiection Agiency
= D Buidhsann Diorn

QQQQ Arginneachd na h-Alba

O e e ©fF eLr environrnent:




image53.png




